Citrix-specific Group Policy
Security Templates

Date provided: January 8, 2015



Default Domain Policy
Data collected on: 08/01/2015 09:43:07

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 14/05/2014 11:08:38
Modified 10/12/2014 14:37:14
User Revisions 10 (AD), 10 (SYSVOL)
Computer Revisions 13 (AD), 13 (SYSVOL)
Unique ID {31B2F340-016D-11D2-945F-00C04FB984F9}
GPO Status Enabled
Links
Location Enforced Link Status Path
cc No Enabled cc.local
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Account Policies/Password Policy

Policy Setting
Enforce password history 24 passwords remembered
Maximum password age 42 days
Minimum password age 1 days
Minimum password length 7 characters
Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled
Account Policies/Account Lockout Policy
Policy Setting
Account lockout threshold 0 invalid logon attempts

Account Policies/Kerberos Policy

Policy
Enforce user logon restrictions
Maximum lifetime for service ticket

Maximum lifetime for user ticket

Setting
Enabled
600 minutes
10 hours



Maximum lifetime for user ticket renewal 7 days

Maximum tolerance for computer clock synchronization 5 minutes

Local Policies/Security Options

Network Access
Policy Setting
Network access: Allow anonymous SID/Name translation Disabled

Network Security

Policy Setting
Network security: Do not store LAN Manager hash value on next password change Enabled
Network security: Force logoff when logon hours expire Disabled

Public Key Policies/Encrypting File System

Certificates
Issued To Issued By Expiration Date Intended Purposes
Administrator Administrator 01/11/2109 14:10:44 File Recovery

For additional information about individual settings, launch the Local Group Policy Object Editor.

User Configuration (Enabled)

Windows Settings

Remote Installation Services

Client Installation Wizard options

Policy Setting
Custom Setup Disabled
Restart Setup Disabled

Tools Disabled




XD7 CC - Computer - Allow CC Admin Logon
Data collected on: 08/01/2015 09:46:16

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:08

Modified 05/01/2015 13:09:08

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 5(AD), 5(SYSVOL)

Unique ID {CD5B8315-23FF-46BA-BFB9-21F3242AC330}
GPO Status Enabled

Location Enforced Link Status Path
Servers No Enabled cc.local/Common Criteria T(
Computers/Servers

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY \Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Security Settings

Local Policies/User Rights Assignment

Policy Setting
Allow log on locally BUILTIN\Administrators, CC\ccxdadmin, CC\ccxdadmin2
Shut down the system CC\ccxdadmin2, CC\ccxdadmin, BUIL TIN\Administrators

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - App Launch Restrictions
Data collected on: 08/01/2015 09:44:35

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:22
Modified 10/12/2014 14:37:16
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {F5E5C2E5-51F2-4C70-AC51-4B050DDE6033}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/App Package Deployment

Policy Setting Comment
Allow all trusted apps to install Disabled

Allow deployment operations in special profiles Disabled

Windows Components/Backup/Client

Policy Setting Comment
Prevent backing up to local disks Enabled

Prevent backing up to network location Enabled

Prevent backing up to optical media (CD/DVD) Enabled

Prevent the user from running the Backup Status and Enabled

Configuration program

Turn off restore functionality Enabled

Turn off the ability to back up data files Enabled



Turn off the ability to create a system image Enabled

Windows Components/Credential User Interface

Policy Setting Comment
Do not display the password reveal button Enabled

Windows Components/NetMeeting

Policy Setting Comment
Disable remote Desktop Sharing Enabled

Windows Components/Sound Recorder

Policy Setting Comment

Do not allow Sound Recorder to run Enabled

Windows Components/Windows Calendar

Policy Setting Comment
Turn off Windows Calendar Enabled

Windows Components/Windows Mail

Policy Setting Comment
Turn off Windows Mail application Enabled

Windows Components/Windows Media Center

Policy Setting Comment

Do not allow Windows Media Center to run Enabled

Windows Components/Windows Media Digital Rights Management

Policy Setting Comment
Prevent Windows Media DRM Internet Access Enabled

Windows Components/Windows Media Player

Policy Setting Comment
Do Not Show First Use Dialog Boxes Enabled
Prevent Automatic Updates Enabled
Prevent Desktop Shortcut Creation Enabled
Prevent Media Sharing Enabled
Prevent Quick Launch Toolbar Shortcut Creation Enabled

Windows Components/Windows Messenger

Policy Setting Comment
Do not allow Windows Messenger to be run Enabled

Do not automatically start Windows Messenger initially ~ Enabled

Windows Components/Windows Mobility Center

Policy Setting Comment
Turn off Windows Mobility Center Enabled

Windows Components/Windows SideShow

Policy Setting Comment
Turn off Windows SideShow Enabled
Extra Registry Settings

Display names for some settings cannot be found. You might be able to resolve this issue by updating the .ADM files used by Group Policy Management.

Setting State
Software\Policies\Microsoft\WindowsStore\Enable WindowsStoreOnWTG 0

Software\Policies\Microsoft\WindowsStore\Remove WindowsStore 1




| Software\Policies\Microsoft\WindowsStore\WindowsUpdate\AutoDownload

User Configuration (Enabled)

| No settings defined.




XD7 CC - Computer - Certificate Auto-enrollment
Data collected on: 08/01/2015 09:44:14

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:06
Modified 10/12/2014 13:33:04
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {141BB1D0-2DE4-4474-A6EB-96CB329166E8}
GPO Status Enabled
Links
Location Enforced Link Status Path
cc No Enabled cc.local
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Public Key Policies/Certificate Services Client - Auto-Enrollment Settings

Policy
Automatic certificate management
Option

Enroll new certificates, renew expired certificates, process pending certificate
requests and remove revoked certificates

Update and manage certificates that use certificate templates from Active
Directory

Setting

Enabled
Setting
Enabled

Enabled

Public Key Policies/Automatic Certificate Request Settings

Automatic Certificate Request

Computer

For additional information about individual settings, launch the Local Group Policy Object Editor.

User Configuration (Enabled)



No settings defined.




XD7 CC - Computer - Custom Root Certificates
Data collected on: 08/01/2015 09:44:39

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:22
Modified 10/12/2014 14:37:14
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1(AD), 1 (SYSVOL)
Unique ID {2C0B1943-578F-4682-8400-4B5A20559BB2}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria TO
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Public Key Policies/Trusted Root Certification Authorities

Certification Authority - G3

Certification Authority - G3

Certificates
Issued To Issued By Expiration Date Intended Purposes
Entrust.net Secure Server Certification Entrust.net Secure Server Certification 25/05/2019 17:39:40 <All>
Authority Authority
Equifax Secure Certificate Authority Equifax Secure Certificate Authority 22/08/2018 17:41:51 <All>
GeoTrust Global CA GeoTrust Global CA 21/05/2022 05:00:00 <All>
Go Daddy Class 2 Certification Authority =~ Go Daddy Class 2 Certification Authority — 29/06/2034 18:06:20 <All>
Thawte Premium Server CA Thawte Premium Server CA 31/12/2020 23:59:59 <All>
thawte Primary Root CA thawte Primary Root CA 17/07/2036 00:59:59 <All>
VeriSign Class 1 Public Primary VeriSign Class 1 Public Primary 17/07/2036 00:59:59 <All>
Certification Authority - G3 Certification Authority - G3
VeriSign Class 2 Public Primary VeriSign Class 2 Public Primary 17/07/2036 00:59:59 <All>



VeriSign Class 3 Public Primary
Certification Authority - G3
VeriSign Class 3 Public Primary
Certification Authority - G4
VeriSign Class 3 Public Primary
Certification Authority - G5
VeriSign Class 4 Public Primary
Certification Authority - G3
VeriSign Trust Network
VeriSign Trust Network

VeriSign Class 3 Public Primary
Certification Authority - G3
VeriSign Class 3 Public Primary
Certification Authority - G4
VeriSign Class 3 Public Primary
Certification Authority - G5
VeriSign Class 4 Public Primary
Certification Authority - G3
VeriSign Trust Network
VeriSign Trust Network

17/07/2036 00:59:59

18/01/2038 23:59:59

17/07/2036 00:59:59

17/07/2036 00:59:59

02/08/2028 00:59:59
19/05/2018 00:59:59

For additional information about individual settings, launch the Local Group Policy Object Editor.

<All>

<All>

<All>

<All>

<All>
<All>

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Endpoint client drive redirection
Data collected on: 08/01/2015 09:45:59

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:22

Modified 10/12/2014 14:37:16

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 1 (AD), 1 (SYSVOL)

Unique ID {DA518D7B-2172-45CE-9D68-4CD9EE09A 173}
GPO Status Enabled

Location Enforced Link Status Path
Server VDA No Enabled cc.local/Common Criteria TO
Computers/Desktops/VDA/Se

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY \Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Registry

UNCEnabled (Order: 1)

General
Action Update
Properties
Hive HKEY LOCAL MACHINE
Key path SOFTWARE\Citrix\UncLinks
Value name UNCEnabled
Value type REG_DWORD
Value data 0x0 (0)
Common
Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No



User Configuration (Enabled)

| No settings defined.




XD7 CC - Computer - HDX Single Sign-On Enabled
Data collected on: 08/01/2015 09:44:43

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:04
Modified 10/12/2014 14:37:16
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1(AD), 1 (SYSVOL)
Unique ID {BADO0C42C-7A78-45AB-8BC7-BFE742E32AD4}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria TO
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Citrix Components/Citrix Receiver/Storefront

Policy Setting Comment
Storefront Accounts List Enabled
Enter the Storefront account details here:
Store;https://cc-sf-1.cc.local/Citrix/Store/Discovery;on;Store
Citrix Components/Citrix Receiver/User authentication
Policy Setting Comment
Local user name and password Enabled
Enable pass-through authentication Enabled
Allow pass-through authentication for all ICA connections Enabled
Use Novell Directory Server credentials Disabled
Policy Setting Comment



Smart card authentication Enabled
Allow smart card authentication
Use pass-through authentication for PIN Enabled

Registry

‘WSCSupported (Order: 1)

General
Action Update
Properties
Hive HKEY_LOCAL_MACHINE
Key path SOFTWARE\Wow6432Node\Citrix\Dazzle
Value name ‘WSCSupported
Value type REG SZ
Value data false
Common
Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Installation Restrictions
Data collected on: 08/01/2015 09:44:52

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:26
Modified 10/12/2014 14:37:16
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {D8F5BFA2-354B-4933-93DA-6FA80CE9776B}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Add features to Windows 8

Policy Setting Comment
Prevent the wizard from running. Enabled

‘Windows Components/App Package Deployment
Policy Setting Comment
Allow all trusted apps to install Disabled
Allow deployment operations in special profiles Disabled

‘Windows Components/App runtime
Policy Setting Comment
Block launching desktop apps associated with a file. Enabled
Block launching desktop apps associated with a protocol ~ Enabled

‘Windows Components/Application Compatibility



Policy Setting Comment

Prevent access to 16-bit applications Enabled
Remove Program Compatibility Property Page Enabled
Turn off Program Compatibility Assistant Enabled

Windows Components/AutoPlay Policies

Policy Setting Comment
Disallow Autoplay for non-volume devices Enabled
Prevent AutoPlay from remembering user choices. Enabled
Set the default behavior for AutoRun Enabled

Default AutoRun Behavior Do not execute any autorun commands
Policy Setting Comment
Turn off Autoplay Enabled

Turn off Autoplay on: All drives

Windows Components/Desktop Gadgets

Policy Setting Comment
Restrict unpacking and installation of gadgets that are not Enabled

digitally signed.

Turn off desktop gadgets Enabled

Turn Off user-installed desktop gadgets Enabled

Windows Components/Digital Locker

Policy Setting Comment
Do not allow Digital Locker to run Enabled

Windows Components/Game Explorer

Policy Setting Comment
Turn off downloading of game information Enabled
Turn off game updates Enabled
Turn off tracking of last play time of games in the Enabled

Games folder

Windows Components/Portable Operating System

Policy Setting Comment
Windows To Go Default Startup Options Disabled

Windows Components/Sync your settings

Policy Setting Comment
Do not sync Enabled

Allow users to turn syncing on. Disabled
Policy Setting Comment
Do not sync app settings Enabled

Allow users to turn "app settings" syncing on. Disabled
Policy Setting Comment
Do not sync browser settings Enabled

Allow users to turn "browser" syncing on. Disabled
Policy Setting Comment
Do not sync desktop personalization Enabled

Allow users to turn "desktop personalization" syncing on. Disabled
Policy Setting Comment
Do not sync on metered connections Enabled
Do not sync other Windows settings Enabled

Allow users to turn "other Windows settings" syncing on. Disabled



Policy Setting Comment

Do not sync passwords Enabled

Allow users to turn "passwords" syncing on. Disabled
Policy Setting Comment
Do not sync personalize Enabled

Allow users to turn "personalize" syncing on. Disabled

Windows Components/Windows Color System

Policy Setting Comment

Prohibit installing or uninstalling color profiles Enabled

Windows Components/Windows Installer

Policy Setting Comment
Allow user control over installs Disabled
Allow users to browse for source while elevated Disabled
Allow users to patch elevated products Disabled
Allow users to use media source while elevated Disabled

Prevent Internet Explorer security prompt for Windows — Disabled
Installer scripts

Prevent users from using Windows Installer to install Enabled
updates and upgrades

Prohibit non-administrators from applying vendor signed  Enabled

updates
Prohibit removal of updates Enabled
Prohibit User Installs Enabled
User Install Behavior: Hide User Installs
Policy Setting Comment
Remove browse dialog box for new source Enabled
Turn off Windows Installer Enabled
Disable Windows Installer Always

Windows Components/Windows Update

Policy Setting Comment
Allow non-administrators to receive update notifications ~ Disabled

Do not display 'Install Updates and Shut Down' option in ~ Enabled

Shut Down Windows dialog box

Turn on Software Notifications Disabled

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Internet Explorer Customizations
Data collected on: 08/01/2015 09:45:09

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:06
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {5BB06556-A356-4C21-8168-D3B8202D5D84}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer/Internet Control Panel/Security Page

{238F6F83-B8B4- 11CF-8771-00A024541EE3}

Policy Setting Comment
Site to Zone Assignment List Enabled
Enter the zone assignments here.
https://cc-sf-1.cc.local 1
‘Windows Components/Internet Explorer/Security Features/Add-on Management
Policy Setting Comment
Add-on List Enabled
Add-on List



User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Internet Explorer Restrictions
Data collected on: 08/01/2015 09:44:58

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:00

Modified 10/12/2014 17:58:26

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 2 (AD), 2 (SYSVOL)

Unique ID {22410E21-EFB8-44DF-8273-171B98DCY9AEF}
GPO Status Enabled

Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY \Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Policy definitions (ADMX files) retrieved from the local computer.

System
Policy Setting Comment
Turn off Data Execution Prevention for HTML Help Disabled
Executible

‘Windows Components/Internet Explorer

Policy Setting Comment
Automatically activate newly installed add-ons Disabled

Disable Automatic Install of Internet Explorer Enabled

components

Disable Periodic Check for Internet Explorer software Enabled

updates

Disable showing the splash screen Enabled

Disable software update shell notifications on program Enabled




launch
Install new versions of Internet Explorer automatically Disabled
Prevent participation in the Customer Experience Enabled

Improvement Program

Prevent running First Run wizard Enabled
Select your choice Go directly to home page
Policy Setting Comment
Restrict search providers to a specific list Enabled
Turn off ability to pin sites in Internet Explorer on the Enabled
desktop
Turn off Automatic Crash Recovery Enabled

Windows Components/Internet Explorer/Accelerators

Policy Setting Comment
Restrict Accelerators to those deployed through Group Enabled

Policy

Turn off Accelerators Enabled

Windows Components/Internet Explorer/Internet Control Panel/Advanced Page

Policy Setting Comment
Allow active content from CDs to run on user machines  Disabled

Allow Install On Demand (except Internet Explorer) Disabled

Allow Install On Demand (Internet Explorer) Disabled

Allow third-party browser extensions Disabled

Always send Do Not Track header Enabled

Automatically check for Internet Explorer updates Disabled

Do not allow resetting Internet Explorer settings Enabled

Do not save encrypted pages to disk Enabled

Turn off encryption support Enabled

Secure Protocol combinations Use TLS 1.0 and TLS 1.1

Policy Setting Comment
Turn off flip ahead feature Enabled

Turn off Profile Assistant Enabled

Turn on Caret Browsing support Disabled

Windows Components/Internet Explorer/Internet Control Panel/Content Page

Policy Setting Comment

Show Content Advisor on Internet Options Disabled

Windows Components/Internet Explorer/Internet Control Panel/General Page

Policy Setting Comment
Start Internet Explorer with tabs from last browsing Disabled
session

Windows Components/Internet Explorer/Internet Control Panel/Security Page

Policy Setting Comment
Intranet Sites: Include all local (intranet) sites not listed — Disabled

in other zones

Intranet Sites: Include all sites that bypass the proxy Disabled
server
Turn on automatic detection of intranet Disabled

Turn on Notification bar notification for intranet content Disabled

Windows Components/Internet Explorer/Internet Control Panel/Security Page/Internet Zone

Policy Setting Comment
Allow active content over restricted protocols to access ~ Enabled

my computer




Allow active content over restricted protocols to access my computer Disable

Policy Setting Comment
Allow active scripting Enabled

Allow active scripting Enable
Policy Setting Comment
Allow binary and script behaviors Enabled

Allow Binary and Script Behaviors Disable
Policy Setting Comment
Allow file downloads Enabled

Allow file downloads Disable
Policy Setting Comment
Allow loading of XAML Browser Applications Enabled

XAML browser applications Disable
Policy Setting Comment
Allow loading of XPS files Enabled

XPS documents Disable
Policy Setting Comment
Allow META REFRESH Enabled

Allow META REFRESH Enable
Policy Setting Comment
Allow video and animation on a webpage that uses an Enabled

older media player

Allow video and animation on a Web page that uses a legacy media player Disable
Policy Setting Comment
Allow websites to open windows without status bar or Enabled
Address bar

Open windows without address or status bars Disable
Policy Setting Comment
Allow websites to prompt for information by using Enabled

scripted windows

Prompt for information using scripted windows Disable
Policy Setting Comment
Automatic prompting for ActiveX controls Enabled

Automatic prompting for ActiveX controls Disable
Policy Setting Comment
Display mixed content Enabled

Display mixed content Disable
Policy Setting Comment
Run ActiveX controls and plugins Enabled

Run ActiveX controls and plugins Disable
Policy Setting Comment
Script ActiveX controls marked safe for scripting Enabled

Script ActiveX controls marked safe for scripting Disable
Policy Setting Comment
Scripting of Java applets Enabled

Scripting of Java applets Disable
Policy Setting Comment
Submit non-encrypted form data Enabled

Submit non-encrypted form data Enable



XPS documents Disable

Policy Setting Comment
Turn off NET Framework Setup Enabled

.NET Framework Setup Enable
Policy Setting Comment
Turn off first-run prompt Enabled

First-Run Opt-In Enable
Policy Setting Comment
Turn on SmartScreen Filter scan Enabled

Use SmartScreen Filter Enable

Windows Components/Internet Explorer/Internet Control Panel/Security Page/Intranet Zone

Policy Setting Comment
Access data sources across domains Enabled

Access data sources across domains Disable
Policy Setting Comment
Allow active content over restricted protocols to access ~ Enabled
my computer

Allow active content over restricted protocols to access my computer Disable
Policy Setting Comment
Allow active scripting Enabled

Allow active scripting Enable
Policy Setting Comment
Allow binary and script behaviors Enabled

Allow Binary and Script Behaviors Disable
Policy Setting Comment
Allow cut, copy or paste operations from the clipboard Enabled
via script

Allow paste operations via script Disable
Policy Setting Comment
Allow drag and drop or copy and paste files Enabled

Allow drag and drop or copy and paste files Disable
Policy Setting Comment
Allow file downloads Enabled

Allow file downloads Enable
Policy Setting Comment
Allow font downloads Enabled

Allow font downloads Disable
Policy Setting Comment
Allow installation of desktop items Enabled

Allow installation of desktop items Disable
Policy Setting Comment
Allow loading of XAML Browser Applications Enabled

XAML browser applications Disable
Policy Setting Comment
Allow loading of XAML files Enabled

XAML Files Disable
Policy Setting Comment
Allow loading of XPS files Enabled



Policy Setting
Allow META REFRESH Enabled
Allow META REFRESH

Policy Setting
Allow only approved domains to use ActiveX controls Enabled
without prompt

Only allow approved domains to use ActiveX controls without prompt

Policy Setting
Allow scripting of Internet Explorer WebBrowser Enabled
controls

Internet Explorer web browser control

Policy Setting
Allow script-initiated windows without size or position ~ Enabled
constraints

Allow script-initiated windows without size or position constraints

Policy Setting

Allow scriptlets Enabled
Scriptlets

Policy Setting

Allow updates to status bar via script Enabled

Status bar updates via script

Policy Setting
Allow video and animation on a webpage that uses an Enabled
older media player

Allow video and animation on a Web page that uses a legacy media player

Policy Setting
Allow websites to open windows without status bar or Enabled
Address bar

Open windows without address or status bars

Policy Setting
Allow websites to prompt for information by using Enabled
scripted windows

Prompt for information using scripted windows

Policy Setting
Automatic prompting for ActiveX controls Enabled

Automatic prompting for ActiveX controls

Policy Setting
Automatic prompting for file downloads Enabled

Automatic prompting for file downloads

Policy Setting
Display mixed content Enabled

Display mixed content

Policy Setting
Download signed ActiveX controls Enabled
Download signed ActiveX controls

Policy Setting
Download unsigned ActiveX controls Enabled
Download unsigned ActiveX controls

Policy Setting
Enable dragging of content from different domains Enabled

Disable

Enable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment

Comment



across windows

Enable dragging of content from different domains across windows

Policy Setting
Enable dragging of content from different domains Enabled
within a window

Enable dragging of content from different domains within a window

Policy Setting
Enable MIME Sniffing Enabled
Enable MIME Sniffing

Policy Setting
Include local path when user is uploading files to a Enabled
server

Include local directory path when uploading files to a server

Policy Setting
Launching applications and files in an IFRAME Enabled
Launching applications and files in an IFRAME

Policy Setting
Logon options Enabled

Logon options

Policy Setting
Navigate windows and frames across different domains ~ Enabled

Navigate windows and frames across different domains

Policy Setting
Run .NET Framework-reliant components not signed Enabled
with Authenticode

Run .NET Framework-reliant components not signed with Authenticode

Policy Setting
Run .NET Framework-reliant components signed with Enabled
Authenticode

Run .NET Framework-reliant components signed with Authenticode

Policy Setting
Run ActiveX controls and plugins Enabled

Run ActiveX controls and plugins

Policy Setting
Script ActiveX controls marked safe for scripting Enabled

Script ActiveX controls marked safe for scripting

Policy Setting
Scripting of Java applets Enabled
Scripting of Java applets

Policy Setting
Show security warning for potentially unsafe files Enabled

Launching programs and unsafe files

Policy Setting
Software channel permissions Enabled

Software channel permissions

Policy Setting
Submit non-encrypted form data Enabled

Submit non-encrypted form data

Policy Setting

Disable

Comment
Disable

Comment
Disable

Comment
Disable

Comment
Disable

Comment

Automatic logon only in Intranet zone

Comment
Disable

Comment
Disable

Comment
Disable

Comment
Enable

Comment
Enable

Comment
Disable

Comment
Enable

Comment
High safety

Comment
Disable

Comment



Turn off NET Framework Setup Enabled

.NET Framework Setup Disable
Policy Setting Comment
Turn off first-run prompt Enabled

First-Run Opt-In Enable
Policy Setting Comment
Turn on Cross-Site Scripting Filter Enabled

Turn on Cross-Site Scripting (XSS) Filter Enable
Policy Setting Comment
Turn on Protected Mode Enabled

Protected Mode Disable
Policy Setting Comment
Turn on SmartScreen Filter scan Enabled

Use SmartScreen Filter Enable
Policy Setting Comment
Use Pop-up Blocker Enabled

Use Pop-up Blocker Disable
Policy Setting Comment
Userdata persistence Enabled

Userdata persistence Disable
Policy Setting Comment
Web sites in less privileged Web content zones can Enabled

navigate into this zone

Web sites in less privileged Web content zones can navigate into this zone Disable

Windows Components/Internet Explorer/Internet Settings

Policy Setting Comment
Open Internet Explorer tiles on the desktop Enabled
Set how links are opened in Internet Explorer Enabled
Default browser launch behavior for links Always in Internet Explorer on the desktop

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Browsing

Policy Setting Comment
Go to an intranet site for a one-word entry in the Disabled
Address bar

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Multimedia

Policy Setting Comment
Allow Internet Explorer to play media files that use Disabled

alternative codecs

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Searching

Policy Setting Comment
Prevent configuration of search on Address bar Enabled

When searching from the address bar: Do not search from the address bar
Policy Setting Comment
Prevent configuration of top-result search on Address Enabled
bar

When searching from the Address bar: Disable top result search

Windows Components/Internet Explorer/Internet Settings/Component Updates/Help Menu > About Internet Explorer




Policy Setting Comment
Prevent specifying cipher strength update information Enabled
URLs
Cipher Strength Update Information URL: http://www.microsoft.com/isapi/redir.dl1?prd=ie&ar=128bit
Windows Components/Internet Explorer/Privacy
Policy Setting Comment
Establish Tracking Protection threshold Enabled
Threshold (3-30): 3
Policy Setting Comment
Turn off InPrivate Browsing Enabled
Turn off InPrivate Filtering Enabled
Turn off Tracking Protection Enabled
Windows Components/Internet Explorer/Security Features
Policy Setting Comment
Do not display the reveal password button Enabled
Turn off Data Execution Prevention Disabled
Turn off Data URI support Enabled
Windows Components/Internet Explorer/Security Features/Add-on Management
Policy Setting Comment
Add-on List Enabled
Add-on List
{238F6F83-B8B4- 11CF-8771-00A024541EE3} 1
Policy Setting Comment
Deny all add-ons unless specifically allowed in the Add- Enabled
on List
Turn off Adobe Flash in Internet Explorer and prevent Enabled
applications from using Internet Explorer technology to
instantiate Flash objects
Windows Components/Internet Explorer/Security Features/AJAX
Policy Setting Comment
Allow native XMLHTTP support Disabled
Turn off cross-document messaging Enabled
Turn off the WebSocket Object Enabled
Turn off the XDomainRequest object Enabled
Windows Components/Internet Explorer/Security Features/Binary Behavior Security Restriction
Policy Setting Comment
Install binaries signed by MD2 and MD4 signing Disabled
technologies
Windows Components/Location and Sensors
Policy Setting Comment
Turn off location Enabled
Turn off location scripting Enabled
Turn off sensors Enabled
Windows Components/Location and Sensors/Windows Location Provider
Policy Setting Comment
Turn off Windows Location Provider Enabled

Windows Components/RSS Feeds




Policy

Prevent access to feed list

Prevent automatic discovery of feeds and Web Slices
Prevent subscribing to or deleting a feed or a Web Slice

Turn off background synchronization for feeds and Web
Slices

Turn on Basic feed authentication over HTTP

Setting
Enabled
Enabled
Enabled
Enabled

Disabled

Comment

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Microsoft Win8 Security Compliance 1.0 Fixes
Data collected on: 08/01/2015 09:45:45

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:24

Modified 10/12/2014 14:37:14

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 1 (AD), 1 (SYSVOL)

Unique 1D {AEEF451B-2613-4A04-B068-187214E20B3C}
GPO Status Enabled

Location Enforced Link Status Path
VDA No Enabled cc.local/Common Criteria TO
Computers/Desktops/VDA

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY \Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Remote Desktop Services/Remote Desktop Session Host/Security

Policy Setting Comment

Always prompt for password upon connection Disabled

Registry

MaxDisconnectionTime (Order: 1)

General
Action Update
Properties
Hive HKEY_LOCAL_MACHINE
Key path SOFTWARE\Policies\Microsoft\Windows NT\Terminal Services




Value name MaxDisconnectionTime
Value type REG_DWORD
Value data 0x1 (1)

Common

Options

Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Network Settings
Data collected on: 08/01/2015 09:45:15

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:08
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique 1D {3F3262B9-FFAC-4548-9D6E- 1BO466E2A44C}
GPO Status Enabled
Links
Location Link Status Path
Desktops Enabled cc.local/Common Criteria TC
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY \Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY \Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Windows Firewall with Advanced Security

Global Settings

Policy Setting

Policy version Not Configured
Disable stateful FTP Not Configured
Disable stateful PPTP Not Configured
IPsec exempt Not Configured
IPsec through NAT Not Configured
Preshared key encoding Not Configured
SA idle time Not Configured
Strong CRL check Not Configured

Domain Profile Settings
Policy Setting



Firewall state

Inbound connections

Outbound connections

Apply local firewall rules

Apply local connection security rules
Display notifications

Allow unicast responses

Log dropped packets

Log successful connections

Log file path

Log file maximum size (KB)

On

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Connection Security Settings

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Network/Network Connections

Policy Setting Comment
Require domain users to elevate when setting a network's ~ Enabled
location

Network/Network Connections/Windows Firewall/Domain Profile
Policy Setting Comment
Windows Firewall: Protect all network connections Enabled

Network/Network Connections/Windows Firewall/Standard Profile
Policy Setting Comment
Windows Firewall: Protect all network connections Enabled

Network/Network Isolation
Policy Setting Comment
Proxy definitions are authoritative Enabled
Subnet definitions are authoritative Enabled

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Printing Restrictions
Data collected on: 08/01/2015 09:45:24

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:00
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {59EB947C-110E-40E 1-955C-BAB213A 60960}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Printers
Policy Setting Comment
Activate Internet printing Disabled
Add Printer wizard - Network scan page (Managed Disabled
network)
Allow printers to be published Disabled
Disallow installation of printers using kernel-mode Enabled
drivers
Extend Point and Print connection to search Windows Disabled
Update
Printer browsing Disabled

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Security Settings
Data collected on: 08/01/2015 09:45:28

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:24
Modified 10/12/2014 14:37:14
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1(AD), 1 (SYSVOL)
Unique ID {AC5B63F9-78DA-43A2-A78E-46615438101E }
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria TO
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

Local Policies/User Rights Assignment
Policy Setting
Allow log on through Terminal Services
Local Policies/Security Options
Devices
Policy Setting
Devices: Prevent users from installing printer drivers Enabled
Devices: Restrict CD-ROM access to locally logged-on user only Enabled
Devices: Restrict floppy access to locally logged-on user only Enabled
Network Access
Policy Setting
Network access: Do not allow storage of passwords and credentials for network Enabled



authentication

Network access: Shares that can be accessed anonymously

Shutdown
Policy Setting
Shutdown: Allow system to be shut down without having to log on Disabled
System Settings
Policy Setting
System settings: Optional subsystems
User Account Control
Policy Setting
User Account Control: Only elevate executables that are signed and validated Enabled
Windows Firewall with Advanced Security
Global Settings
Policy Setting
Policy version 2.20
Disable stateful FTP Not Configured
Disable stateful PPTP Not Configured
IPsec exempt Not Configured
IPsec through NAT Not Configured
Preshared key encoding Not Configured
SA idle time Not Configured
Strong CRL check Not Configured
Domain Profile Settings
Policy Setting
Firewall state On
Inbound connections Not Configured
Outbound connections Not Configured
Apply local firewall rules Not Configured
Apply local connection security rules Not Configured
Display notifications Not Configured
Allow unicast responses Not Configured
Log dropped packets Not Configured
Log successful connections Not Configured
Log file path Not Configured
Log file maximum size (KB) Not Configured
Private Profile Settings
Policy Setting
Firewall state On
Inbound connections Not Configured
Outbound connections Not Configured
Apply local firewall rules Not Configured
Apply local connection security rules Not Configured
Display notifications Not Configured
Allow unicast responses Not Configured
Log dropped packets Not Configured
Log successful connections Not Configured
Log file path Not Configured
Log file maximum size (KB) Not Configured
Public Profile Settings
Policy Setting
Firewall state On

Inbound connections

Not Configured



Outbound connections

Apply local firewall rules

Apply local connection security rules
Display notifications

Allow unicast responses

Log dropped packets

Log successful connections

Log file path

Log file maximum size (KB)

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Connection Security Settings

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Network/Network Connections/Windows Firewall/Domain Profile

Policy Setting

Windows Firewall: Protect all network connections Enabled

Comment

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Server VDA AppLocker
Data collected on: 08/01/2015 09:46:03

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:18
Modified 10/12/2014 14:37:16
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1(AD), 1 (SYSVOL)
Unique ID {EB6209E5-2D4C-45A1-97AC-C163BD039066}
GPO Status Enabled
Links
Location Enforced Link Status Path
Server VDA No Enabled cc.local/Common Criteria TO
Computers/Desktops/VDA/Se
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

System Services

Application Identity (Startup Mode: Automatic)

Permissions
No permissions specified

Auditing
No auditing specified

Application Control Policies

Appx Rules

No rules of type 'Appx Rules' are defined.

DIl Rules

No rules of type 'DIl Rules' are defined.

Executable Rules




Policy

Action
Allow

Allow

Allow

Allow
Allow

Allow

Allow

Allow

Allow

Allow
Allow

Allow
Allow

Allow

Allow

Allow

Allow

Allow

Enforce rules of this type

User

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

Everyone

BUILTIN\Administrators
CC\Administrator

Everyone

Everyone

Everyone

Everyone

Everyone

Setting

True

Name
%PROGRAMFILES%\CITRIX\
SYSTEM32\WFSHELL.EXE
%SYSTEM32%\NOTEPAD.EX
E
%SYSTEM32%\TASKHOST.E
XE

%SYSTEM32%\SLUL.EXE
%PROGRAMFILES%\CITRIX\
SYSTEM32\ICAST.EXE
%PROGRAMFILES%\CITRIX\
SYSTEM32\CTXMTHOST.EX
E

%SYSTEM32%\DWM.EXE
%SYSTEM32%\CONHOST.EX
E
%SYSTEM32%\USERINIT.EX
E

%SYSTEM32%\CALC.EXE
%SYSTEM32%\TSTHEME.EX
E

*

Allow cc\administrator to log on
to the server VDA locally
%SYSTEM32%\GPSCRIPT.EX
E
%PROGRAMFILES%\CITRIX\
SYSTEM32\WMULTIMEDIARE
DIRECTOR.EXE
%SYSTEM32%\TASKHOSTEX
.EXE
%PROGRAMFILES%\CITRIX\
SYSTEM32\CMSTART.EXE
%WINDIR%\APPLICATION
COMPATIBILITY
SCRIPTS\ACREGL.EXE

Rule Type
Path

Path

Path

Path
Path

Path

Path

Path

Path

Path
Path

Path
Path

Path

Path

Path

Path

Path

Exceptions
No

No

Windows Installer Rules

| No rules of type 'Windows Installer Rules' are defined.

Script Rules

| No rules of type 'Script Rules' are defined.

User Configuration (Enabled)

| No settings defined.




XD7 CC - Computer - Server VDA Security Settings
Data collected on: 08/01/2015 09:46:07

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:29:58

Modified 10/12/2014 14:37:16

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 1(AD), 1 (SYSVOL)

Unique ID {EEF4C6AD-DAA9-42C1-B3C8-9426636D08SF }
GPO Status Enabled

Location Enforced Link Status Path
Server VDA No Enabled cc.local/Common Criteria T(
Computers/Desktops/VDA/S¢

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY \Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY\Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Security Settings

Local Policies/User Rights Assignment

Policy Setting
Allow log on through Terminal Services BUILTIN\Remote Desktop Users
Shut down the system BUILTIN\Administrators

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Shell And Start Menu Restrictions
Data collected on: 08/01/2015 09:45:32

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:00
Modified 11/12/2014 11:17:04
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 2 (AD), 2 (SYSVOL)
Unique ID {4E4B2D1A-651F-473D-924F-74E49319F IEC}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria T(
Computers/Desktops
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/File Explorer

Policy Setting
Configure Windows SmartScreen Enabled

Pick one of the following settings

Policy Setting

Do not show the 'new application installed' notification Enabled
Show hibernate in the power options menu Disabled
Show lock in the user tile menu Disabled
Show sleep in the power options menu Disabled
Turn off Data Execution Prevention for Explorer Disabled
Turn off shell protocol protected mode Disabled

Comment

Require approval from an administrator before running downloaded u
software

Comment

Windows Components/File Explorer/Previous Versions




Policy Setting Comment

Hide previous versions list for local files Enabled
Hide previous versions list for remote files Enabled
Hide previous versions of files on backup location Enabled
Prevent restoring local previous versions Enabled
Prevent restoring previous versions from backups Enabled
Prevent restoring remote previous versions Enabled

Windows Components/File History

Policy Setting Comment
Turn off File History Enabled

Windows Components/HomeGroup

Policy Setting Comment

Prevent the computer from joining a homegroup Enabled

Windows Components/Network Projector

Policy Setting Comment

Turn off Connect to a Network Projector Enabled

Windows Components/Online Assistance

Policy Setting Comment
Turn off Active Help Enabled

Windows Components/Presentation Settings

Policy Setting Comment

Turn off Windows presentation settings Enabled

Windows Components/Smart Card

Policy Setting Comment
Allow Integrated Unblock screen to be displayed at the ~ Enabled

time of logon

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - SSL Ciphersuite Order
Data collected on: 08/01/2015 09:45:51

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 05/01/2015 12:15:46
Modified 05/01/2015 12:18:28
User Revisions 0(AD), 0 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {CEG6FF416-360E-4806-A885-8ECF66E979A6}
GPO Status Enabled
Links
Location Enforced Link Status Path
Desktop VDA No Enabled cc.local/Common Criteria T(
Computers/Desktops/VDA/D
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Network/SSL Configuration Settings

Policy Setting
SSL Cipher Suite Order Enabled
SSL Cipher Suites

Comment

TLS RSA_WITH_AES 128 CBC_SHA256,TLS RSA WITH_AE!
SHA,TLS RSA_WITH_AES 256 CBC SHA256 TLS_RSA_WITE
CBC_SHA,TLS RSA_WITH_RC4 128 SHA, TLS _ RSA_WITH_3I
BC SHA,TLS ECDHE RSA WITH_AES 128 CBC SHA256 P2:
DHE RSA WITH_AES 128 CBC SHA256 P384,TLS ECDHE R
AES_128 CBC_SHA_P256,TLS ECDHE_RSA_WITH_AES_128 (
384, TLS ECDHE_RSA_WITH_AES 256 CBC SHA_P256,TLS E
A_WITH_AES 256 CBC_SHA_P384,TLS ECDHE_ECDSA_WIT
_GCM_SHA256 P256,TLS ECDHE ECDSA WITH_AES 128 CI
_P256,TLS_ECDHE ECDSA WITH_AES 256 GCM_SHA384 P:
DHE_ECDSA WITH_AES 256 CBC SHA384 P384,TLS ECDHI
WITH_AES_128 CBC_SHA_P256,TLS_ECDHE_ECDSA_WITH
BC_SHA_P384,TLS_ECDHE_ ECDSA WITH AES 256 CBC SH
ECDHE_ECDSA_WITH_AES 256 CBC_SHA _P384,TLS_DHE
_AES 128 CBC_SHA256,TLS DHE_DSS_WITH_AES_128 CBC
DHE DSS WITH_AES 256 CBC_SHA256,TLS DHE DSS WIT
CBC SHA,TLS DHE DSS WITH 3DES EDE CBC SHA,TLS
H_RC4 128 MD5,SSL_CK_RC4 128 WITH_MDS5,SSL_CK_DES



CBC_WITH MD5,TLS RSA WITH NULL SHA256,TLS RSA
L _SHA

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - System settings
Data collected on: 08/01/2015 09:45:37

General

Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:29:58
Modified 10/12/2014 14:37:14
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1(AD), 1 (SYSVOL)
Unique ID {2474E72C-2B10-4201-8214-0C60780DAD97}
GPO Status Enabled

Links
Location Enforced Link Status Path
Desktops No Enabled cc.local/Common Criteria TO

Computers/Desktops

This list only includes links in the domain of the GPO.

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users

Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

System
Policy Setting Comment
Do not display Manage Your Server page at logon Enabled
Download missing COM components Disabled
Restrict potentially unsafe HTML Help functions to Enabled
specified folders
Enter folder names separated by semi-colons:
Example: %windir%\Help;%windir%\pchealth;%programfiles%o
Policy Setting Comment
Turn off Data Execution Prevention for HTML Help Disabled
Executible
System/Internet Communication Management
Policy Setting Comment
Restrict Internet communication Enabled




System/Internet Communication Management/Internet Communication settings

Policy Setting Comment
Turn off access to all Windows Update features Enabled

Turn off access to the Store Enabled

Turn off Automatic Root Certificates Update Enabled

Turn off downloading of print drivers over HTTP Enabled

Turn off Event Viewer "Events.asp" links Enabled

Turn off handwriting recognition error reporting Enabled

Turn off Help and Support Center "Did you know?" Enabled

content

Turn off Help and Support Center Microsoft Knowledge  Enabled
Base search

Turn off Internet Connection Wizard if URL connection ~ Enabled
is referring to Microsoft.com

Turn off Internet download for Web publishing and online  Enabled
ordering wizards

Turn off Internet File Association service Enabled
Turn off printing over HTTP Enabled
Turn off Registration if URL connection is referring to Enabled
Microsoft.com

Turn off Search Companion content file updates Enabled
Turn off the "Order Prints" picture task Enabled
Turn off the "Publish to Web" task for files and folders Enabled
Turn off the Windows Messenger Customer Experience Enabled

Improvement Program

Turn off Windows Customer Experience Improvement Enabled
Program
Turn off Windows Error Reporting Enabled

Turn off Windows Network Connectivity Status Indicator ~ Enabled

active tests

Turn off Windows Update device driver searching Enabled
System/Logon
Policy Setting Comment
Always wait for the network at computer startup and Enabled
logon
Turn off app notifications on the lock screen Enabled
Turn off picture password sign-in Enabled

System/Power Management/Sleep Settings

Policy Setting Comment
Allow standby states (S1-S3) when sleeping (on battery) ~ Disabled
Allow standby states (S1-S3) when sleeping (plugged in) ~ Disabled

System/Remote Assistance

Policy Setting Comment
Configure Offer Remote Assistance Disabled
Configure Solicited Remote Assistance Disabled

System/Server Manager

Policy Setting Comment

Do not display Server Manager automatically at logon Enabled

‘Windows Components/Windows Error Reporting

Policy Setting Comment

Disable Windows Error Reporting Enabled

Windows Settings



Registry

SafeModeBlockNonAdmins (Order: 1)

General
Action Update
Properties
Hive HKEY_LOCAL_MACHINE
Key path SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
Value name SafeModeBlockNonAdmins
Value type REG_DWORD
Value data 0x1 (1)
Common
Options
Stop processing items on this extension if an error occurs on this item No
Remove this item when it is no longer applied No
Apply once and do not reapply No

User Configuration (Enabled)

No settings defined.




XD7 CC - Computer - Windows Updates
Data collected on: 08/01/2015 09:44:27

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:26
Modified 10/12/2014 13:33:04
User Revisions 1(AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1(SYSVOL)
Unique ID {C573475A-D341-4685- AF84-9B2132A8894C}
GPO Status Enabled
Links
Location Enforced Link Status Path
cc No Enabled cc.local
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Windows Settings

Security Settings

System Services

Windows Update (Startup Mode: Manual)

Permissions
No permissions specified

Auditing
No auditing specified

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

System/Internet Communication Management/Internet Communication settings

Policy Setting Comment
Turn off Windows Update device driver searching Enabled

Windows Components/Windows Update
Policy Setting Comment



Configure Automatic Updates Enabled
Configure automatic updating: 4 - Auto download and schedule the install
The following settings are only required and applicable if 4 is selected.
Install during automatic maintenance
Scheduled install day: 0 - Every day
Scheduled install time: 03:00

Policy Setting Comment
Enable client-side targeting Enabled
Target group name for this computer CcC

Policy Setting Comment
Specify intranet Microsoft update service location Enabled

Set the intranet update service for detecting updates: http://wsus.cc.local:8530

Set the intranet statistics server: http://wsus.cc.local:8530

(example: http://IntranetUpd01)

User Configuration (Enabled)

No settings defined.




XD7 CC - User - App Launch Restrictions
Data collected on: 08/01/2015 09:46:26

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:24
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {39151F59-5B69-4229-8C65-E680CD55B297}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

System/Windows HotStart

Policy Setting Comment
Turn off Windows HotStart Enabled
‘Windows Components/Backup/Client

Policy Setting Comment
Prevent backing up to local disks Enabled

Prevent backing up to network location Enabled

Prevent backing up to optical media (CD/DVD) Enabled

Prevent the user from running the Backup Status and Enabled

Configuration program

Turn off restore functionality Enabled



Turn off the ability to back up data files Enabled
Turn off the ability to create a system image Enabled
Windows Components/Microsoft Management Console
Policy Setting Comment
Restrict the user from entering author mode Enabled
Restrict users to the explicitly permitted list of snap-ins ~ Enabled
Windows Components/NetMeeting
Policy Setting Comment
Disable Chat Enabled
Disable NetMeeting 2.x Whiteboard Enabled
Disable Whiteboard Enabled
Prevent adding Directory servers Enabled
Prevent receiving files Enabled
Prevent sending files Enabled
Prevent viewing Web directory Enabled
Windows Components/NetMeeting/Application Sharing
Policy Setting Comment
Disable application Sharing Enabled
Prevent Control Enabled
Prevent Desktop Sharing Enabled
Prevent Sharing Enabled
Prevent Sharing Command Prompts Enabled
Prevent Sharing Explorer windows Enabled
Windows Components/Sound Recorder
Policy Setting Comment
Do not allow Sound Recorder to run Enabled
Windows Components/Task Scheduler
Policy Setting Comment
Hide Advanced Properties Checkbox in Add Scheduled ~ Enabled
Task Wizard
Hide Property Pages Enabled
Prevent Task Run or End Enabled
Prohibit Browse Enabled
Prohibit Drag-and-Drop Enabled
Prohibit New Task Creation Enabled
Prohibit Task Deletion Enabled
Windows Components/Windows Calendar
Policy Setting Comment
Turn off Windows Calendar Enabled
Windows Components/Windows Mail
Policy Setting Comment
Turn off Windows Mail application Enabled
Windows Components/Windows Media Center
Policy Setting Comment
Do not allow Windows Media Center to run Enabled
Windows Components/Windows Media Player
Policy Setting Comment
Prevent CD and DVD Media Information Retrieval Enabled
Prevent Music File Media Information Retrieval Enabled



Prevent Radio Station Preset Retrieval Enabled

Windows Components/Windows Media Player/Networking
Policy Setting Comment
Hide Network Tab Enabled

Windows Components/Windows Media Player/Playback
Policy Setting Comment
Allow Screen Saver Enabled
Prevent Codec Download Enabled

Windows Components/Windows Media Player/User Interface
Policy Setting Comment
Do Not Show Anchor Enabled
Hide Privacy Tab Enabled
Hide Security Tab Enabled

Windows Components/Windows Messenger
Policy Setting Comment
Do not allow Windows Messenger to be run Enabled
Do not automatically start Windows Messenger initially ~ Enabled

Windows Components/Windows Mobility Center
Policy Setting Comment
Turn off Windows Mobility Center Enabled

Windows Components/Windows SideShow
Policy Setting Comment
Turn off Windows SideShow Enabled




XD7 CC - User - Control Panel Restrictions
Data collected on: 08/01/2015 09:46:29

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:22

Modified 10/12/2014 14:37:14

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 1(AD), 1 (SYSVOL)

Unique ID {A946DC02-BAEB-48A1-91BD-8FE2175CECF5}
GPO Status Enabled

Location Enforced Link Status Path

Common Criteria Users No Enabled cc.local/Common Criteria Us

This list only includes links in the domain of the GPO.

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY\Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No

NT AUTHORITY \Authenticated Users Read (from Security Filtering) No

NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

Policy definitions (ADMX files) retrieved from the local computer.

Control Panel/Personalization

Policy Setting Comment
Prevent changing lock screen image Enabled
Prevent changing start menu background Enabled

User Configuration (Enabled)

Policy definitions (ADMX files) retrieved from the local computer.

Control Panel

Policy Setting Comment
Hide specified Control Panel items Enabled




List of disallowed Control Panel items
Microsoft. ActionCenter

Microsoft. AdministrativeTools
Microsoft. AutoPlay
Microsoft.BackupAndRestore
Microsoft. BiometricDevices
Microsoft.BitLockerDriveEncryption
Microsoft.ColorManagement
Microsoft.CredentialManager
Microsoft.DateAndTime
Microsoft.DefaultLocation
Microsoft. DefaultPrograms
Microsoft.DesktopGadgets
Microsoft.DeviceManager
Microsoft.DevicesAndPrinters
Microsoft.Display
Microsoft.EaseOfAccessCenter
Microsoft.FolderOptions
Microsoft.Fonts

Microsoft. GameControllers
Microsoft.GetPrograms
Microsoft.GettingStarted

Microsoft. HomeGroup
Microsoft.IndexingOptions
Microsoft.Infrared
Microsoft.InternetOptions
Microsoft.iSCSIInitiator
Microsoft.Keyboard
Microsoft.LocationAndOtherSensors
Microsoft.Mouse
Microsoft.NetworkAndSharingCenter
Microsoft.NotificationArealcons
Microsoft.OfflineFiles
Microsoft.ParentalControls
Microsoft.PenAndTouch
Microsoft.PeopleNearMe
Microsoft.PerformanceInformationAndT ools
Microsoft.Personalization
Microsoft.PhoneAndModem
Microsoft.PowerOptions
Microsoft.ProgramsAndFeatures
Microsoft.Recovery
Microsoft.RegionAndLanguage
Microsoft.Remote A ppAndDesktopConnections
Microsoft.ScannersAndCameras
Microsoft.Sound
Microsoft.SpeechRecognition
Microsoft.SyncCenter
Microsoft.System

Microsoft. TabletPCSettings
Microsoft. Taskbar AndStartMenu
Microsoft. TextToSpeech

Microsoft. Troubleshooting
Microsoft.UserAccounts

Microsoft. WindowsAnytimeUpgrade
Microsoft.CardSpace

Microsoft. WindowsDefender
Microsoft. WindowsFirewall
Microsoft.MobilityCenter
Microsoft. WindowsSideShow
Microsoft. WindowsUpdate



Microsoft. Language
Microsoft.FileHistory
Microsoft.StorageSpaces
Microsoft. TSApplnstall

Policy Setting Comment
Prohibit access to Control Panel and PC settings Enabled
Control Panel/Add or Remove Programs
Policy Setting Comment
Hide Add New Programs page Enabled
Hide Add/Remove Windows Components page Enabled
Hide Change or Remove Programs page Enabled
Hide the "Add a program from CD-ROM or floppy disk" Enabled
option
Hide the "Add programs from Microsoft" option Enabled
Hide the "Add programs from your network" option Enabled
Hide the Set Program Access and Defaults page Enabled
Remove Add or Remove Programs Enabled
Remove Support Information Enabled
Control Panel/Display
Policy Setting Comment
Disable the Display Control Panel Enabled
Hide Settings tab Enabled
Control Panel/Personalization
Policy Setting Comment
Prevent changing color and appearance Enabled
Prevent changing color scheme Enabled
Prevent changing desktop background Enabled
Prevent changing desktop icons Enabled
Prevent changing mouse pointers Enabled
Prevent changing screen saver Enabled
Prevent changing sounds Enabled
Prevent changing theme Enabled
Prevent changing visual style for windows and buttons Enabled
Prohibit selection of visual style font size Enabled
Control Panel/Printers
Policy Setting Comment
Browse the network to find printers Disabled
Prevent addition of printers Enabled
Prevent deletion of printers Enabled
Control Panel/Programs
Policy Setting Comment
Hide "Get Programs" page Enabled
Hide "Installed Updates" page Enabled
Hide "Programs and Features" page Enabled
Hide "Set Program Access and Computer Defaults" page Enabled
Hide "Windows Features" Enabled
Hide "Windows Marketplace" Enabled
Hide the Programs Control Panel Enabled
Control Panel/Regional and Language Options
Policy Setting Comment
Hide Regional and Language Options administrative Enabled



options
Hide the geographic location option Enabled
Hide the select language group options Enabled

Hide user locale selection and customization options Enabled




XD7 CC - User - Installation Restrictions
Data collected on: 08/01/2015 09:46:33

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:04
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {11964B6F-4A3F-48D9-B0C1-3D8748C17D7A}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

System/Driver Installation

Policy Setting
Code signing for device drivers Enabled
When Windows detects a driver file without a digital signature: Block
Policy Setting
Configure driver search locations Enabled
Do not search floppy disk drives Enabled
Do not search CD-ROM drives Enabled
Do not search Windows Update Enabled

Comment

Comment

System/Internet Communication Management/Internet Communication settings




Policy Setting Comment
Turn off access to the Store Enabled
Turn off downloading of print drivers over HTTP Enabled
Turn off handwriting recognition error reporting Enabled
Turn off Help Experience Improvement Program Enabled
Turn off Help Ratings Enabled
Turn off Internet download for Web publishing and Enabled
online ordering wizards
Turn off Internet File Association service Enabled
Turn off printing over HTTP Enabled
Turn off the "Order Prints" picture task Enabled
Turn off the "Publish to Web" task for files and folders ~ Enabled
Turn off the Windows Messenger Customer Experience ~ Enabled
Improvement Program
Turn off Windows Online Enabled
Windows Components/Add features to Windows 8
Policy Setting Comment
Prevent the wizard from running. Enabled
Windows Components/App runtime
Policy Setting Comment
Block launching desktop apps associated with a file. Enabled
Block launching desktop apps associated with a protocol ~ Enabled
Windows Components/Application Compatibility
Policy Setting Comment
Turn off Program Compatibility Assistant Enabled
Windows Components/AutoPlay Policies
Policy Setting Comment
Disallow Autoplay for non-volume devices Enabled
Prevent AutoPlay from remembering user choices. Enabled
Set the default behavior for AutoRun Enabled
Default AutoRun Behavior Do not execute any autorun commands
Policy Setting Comment
Turn off Autoplay Enabled
Turn off Autoplay on: All drives
Windows Components/Desktop Gadgets
Policy Setting Comment
Restrict unpacking and installation of gadgets that are not Enabled
digitally signed.
Turn off desktop gadgets Enabled
Turn Off user-installed desktop gadgets Enabled
Windows Components/Digital Locker
Policy Setting Comment
Do not allow Digital Locker to run Enabled
Windows Components/Windows Error Reporting
Policy Setting Comment
Disable Windows Error Reporting Enabled
Windows Components/Windows Installer
Policy Setting Comment
Always install with elevated privileges Disabled



Prevent removable media source for any installation Enabled
Specify the order in which Windows Installer searches Enabled
for installation files

Search order

n = network, m = media (CD), u= URL

A few valid examples: nmu, n, nu, mn

Windows Components/Windows Update

Policy Setting Comment
Do not display 'Install Updates and Shut Down' option in ~ Enabled

Shut Down Windows dialog box

Remove access to use all Windows Update features Enabled

Configure notifications: 0 - Do not show any notifications




XD7 CC - User - Internet Explorer Customizations
Data collected on: 08/01/2015 09:46:36

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:08
Modified 10/12/2014 14:37:16
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {D4FA97D6-C591-4366-9BDD-ACC2F6FF 7865}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer

Policy Setting
Disable changing home page settings Enabled
Home Page

Comment

https://cc-sf-1.cc.local/Citrix/CCWeb/




XD7 CC - User - Internet Explorer Customizations
Data collected on: 08/01/2015 09:46:36

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:08
Modified 10/12/2014 14:37:16
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {D4FA97D6-C591-4366-9BDD-ACC2F6FF 7865}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer

Policy Setting
Disable changing home page settings Enabled
Home Page

Comment

https://cc-sf-1.cc.local/Citrix/CCWeb/




XD7 CC - User - Internet Explorer Customizations
Data collected on: 08/01/2015 09:46:36

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:08
Modified 10/12/2014 14:37:16
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {D4FA97D6-C591-4366-9BDD-ACC2F6FF 7865}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer

Policy Setting
Disable changing home page settings Enabled
Home Page

Comment

https://cc-sf-1.cc.local/Citrix/CCWeb/




XD7 CC - User - Internet Explorer Restrictions
Data collected on: 08/01/2015 09:46:48

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:00
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {1F95C448-EF46-4D7E-93B1-58CCBB92CESB}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
T
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY\Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Windows Components/Internet Explorer

Policy
Configure Media Explorer Bar

Policy
Configure Outlook Express

Block attachments that could contain a virus

Policy
Disable changing accessibility settings
Disable changing Advanced page settings

Setting
Enabled

Disable the Media Explorer Bar and auto-play feature
Auto-Play Media files in the Media bar when enabled

Setting
Enabled

Setting
Enabled
Enabled

Comment
Enabled
Disabled

Comment
Enabled

Comment



Disable changing Automatic Configuration settings Enabled

Disable changing Calendar and Contact settings Enabled
Disable changing color settings Enabled
Disable changing connection settings Enabled
Disable changing default browser check Enabled
Disable changing font settings Enabled
Disable changing language settings Enabled
Disable changing link color settings Enabled
Disable changing Messaging settings Enabled
Disable changing Profile Assistant settings Enabled
Disable changing ratings settings Enabled
Disable changing Temporary Internet files settings Enabled
Disable external branding of Internet Explorer Enabled
Disable Import/Export Settings wizard Enabled
Disable Internet Connection wizard Enabled

Display error message on proxy script download failure ~ Disabled
Do not allow users to enable or disable add-ons Enabled
Identity Manager: Prevent users from using Identities Enabled

Notify users if Internet Explorer is not the default web Disabled

browser

Prevent access to Internet Explorer Help Enabled
Prevent changing pop-up filter level Enabled
Prevent changing the default search provider Enabled
Prevent configuration of how windows open Enabled

Select where to open links

Policy Setting
Prevent configuration of new tab creation Enabled

Select tab opening position

Policy Setting
Prevent Internet Explorer Search box from appearing Enabled
Prevent managing pop-up exception list Enabled
Prevent managing SmartScreen Filter Enabled

Select SmartScreen Filter mode

Policy Setting
Prevent managing the phishing filter Enabled
Select phishing filter mode

Policy Setting
Search: Disable Find Files via F3 within the browser Enabled
Search: Disable Search Customization Enabled
Turn off ActiveX Opt-In prompt Enabled
Turn off add-on performance notifications Enabled
Turn off configuration of pop-up windows in tabbed Enabled
browsing

Select tabbed browsing pop-up behavior

Policy Setting
Turn off Managing SmartScreen Filter for Internet Enabled
Explorer 8

Select SmartScreen Filter mode for Internet Explorer 8

Policy Setting
Turn off pop-up management Enabled
Turn off Quick Tabs functionality Enabled
Turn off Reopen Last Browsing Session Enabled
Turn off suggestions for all user-installed providers Enabled
Turn off the auto-complete feature for web addresses Enabled

Turn off the quick pick menu Enabled

Open in existing Internet Explorer window

Comment
Background

Comment
On

Comment
Automatic

Comment

Let Internet Explorer decide

Comment

Comment



Turn on compatibility logging Disabled
Turn on Suggested Sites Disabled

Windows Components/Internet Explorer/Administrator Approved Controls

Policy Setting Comment
Audio/Video Player Disabled
Carpoint Disabled
DHTML Edit Control Disabled
Investor Disabled
Menu Controls Disabled
Microsoft Agent Disabled
Microsoft Chat Disabled
Microsoft Scriptlet Component Disabled
Microsoft Survey Control Disabled
MSNBC Disabled
NetShow File Transfer Control Disabled
Shockwave Flash Disabled

Windows Components/Internet Explorer/Application Compatibility/Clipboard access

Policy Setting Comment
Bypass prompting for Clipboard access for scripts Disabled

running in any process

Bypass prompting for Clipboard access for scripts Disabled

running in the Internet Explorer process

Windows Components/Internet Explorer/Browser menus

Policy Setting Comment
File menu: Disable Open menu option Enabled
File menu: Disable Save As Web Page Complete Enabled
File menu: Disable Save As... menu option Enabled

Help menu: Remove 'For Netscape Users' menu option Enabled

Help menu: Remove 'Send Feedback' menu option Enabled
Help menu: Remove 'Tip of the Day' menu option Enabled
Help menu: Remove 'Tour' menu option Enabled
Hide Favorites menu Disabled
Tools menu: Disable Internet Options... menu option Enabled
Turn off Print Menu Enabled
Turn off Shortcut Menu Enabled
View menu: Disable Source menu option Enabled

Windows Components/Internet Explorer/Delete Browsing History

Policy Setting Comment

Prevent access to Delete Browsing History Enabled

Windows Components/Internet Explorer/Internet Control Panel

Policy Setting Comment
Disable the Advanced page Enabled
Disable the Connections page Enabled
Disable the Content page Enabled
Disable the General page Enabled
Disable the Privacy page Enabled
Disable the Programs page Enabled
Disable the Security page Enabled

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Browsing

Policy Setting Comment
Turn off configuring underline links Enabled
Underline links Never




Policy Setting Comment

Turn off details in messages about Internet connection Enabled
problems

Turn on script debugging Disabled
Turn on the display of script errors Disabled

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Internet Connection Wizard Settings

Policy Setting Comment

Start the Internet Connection Wizard automatically Disabled

Windows Components/Internet Explorer/Internet Settings/AutoComplete

Policy Setting Comment
Turn off inline AutoComplete in File Explorer Enabled
Turn off URL Suggestions Enabled
Turn off Windows Search AutoComplete Enabled
Turn on inline AutoComplete Enabled

Windows Components/Internet Explorer/Offline Pages

Policy Setting Comment
Disable adding channels Enabled
Disable adding schedules for offline pages Enabled
Disable all scheduled offline pages Enabled
Disable channel user interface completely Enabled
Disable downloading of site subscription content Enabled

Windows Components/Internet Explorer/Toolbars

Policy Setting Comment
Disable customizing browser toolbar buttons Enabled
Disable customizing browser toolbars Enabled
Hide the Command bar Enabled
Hide the status bar Enabled
Lock all toolbars Enabled
Lock location of Stop and Refresh buttons Enabled
Turn off Developer Tools Enabled

Turn off toolbar upgrade tool Enabled




XD7 CC - User - Shell And Start Menu Restrictions
Data collected on: 08/01/2015 09:46:52

General
Details
Domain cc.local
Owner CC\Domain Admins
Created 10/12/2014 13:30:26
Modified 10/12/2014 14:37:14
User Revisions 1 (AD), 1 (SYSVOL)
Computer Revisions 1 (AD), 1 (SYSVOL)
Unique ID {AB4F9354-B1E 1-463E-9203-919E0D3C8688}
GPO Status Enabled
Links
Location Enforced Link Status Path
Common Criteria Users No Enabled cc.local/Common Criteria Us
This list only includes links in the domain of the GPO.
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
NT AUTHORITY\Authenticated Users
I
Delegation
These groups and users have the specified permission for this GPO
Name Allowed Permissions Inherited
CC\Domain Admins Edit settings, delete, modify security No
CC\Enterprise Admins Edit settings, delete, modify security No
NT AUTHORITY \Authenticated Users Read (from Security Filtering) No
NT AUTHORITY\ENTERPRISE DOMAIN Read No
CONTROLLERS
NT AUTHORITY\SYSTEM Edit settings, delete, modify security No

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Administrative Templates

Policy definitions (ADMX files) retrieved from the local computer.

Desktop
Policy Setting Comment
Do not add shares of recently opened documents to Enabled
Network Locations
Don't save settings at exit Enabled
Hide and disable all items on the desktop Enabled
Hide Internet Explorer icon on desktop Enabled
Hide Network Locations icon on desktop Enabled
Prevent adding, dragging, dropping and closing the Enabled
Taskbar's toolbars
Prohibit adjusting desktop toolbars Enabled
Prohibit User from manually redirecting Profile Folders ~ Enabled
Remove Computer icon on the desktop Disabled



Remove My Documents icon on the desktop Enabled
Remove Properties from the Computer icon context Enabled
menu
Remove Properties from the Documents icon context Enabled
menu
Remove Properties from the Recycle Bin context menu  Enabled
Remove the Desktop Cleanup Wizard Enabled
Desktop/Active Directory
Policy Setting Comment
Enable filter in Find dialog box Disabled
Hide Active Directory folder Enabled
Desktop/Desktop
Policy Setting Comment
Desktop Wallpaper Disabled
Disable Active Desktop Enabled
Disallows HTML and Jpg Wallpaper
Network/Network Connections
Policy Setting Comment
Ability to change properties of an all user remote access Disabled
connection
Ability to delete all user remote access connections Disabled
Ability to Enable/Disable a LAN connection Disabled
Ability to rename all user remote access connections Disabled
Ability to rename LAN connections Disabled
Ability to rename LAN connections or remote access Disabled
connections available to all users
Prohibit access to properties of a LAN connection Enabled
Prohibit access to properties of components of a LAN Enabled
connection
Prohibit access to properties of components of a remote  Enabled
access connection
Prohibit access to the Advanced Settings item on the Enabled
Advanced menu
Prohibit access to the New Connection Wizard Enabled
Prohibit access to the Remote Access Preferences item  Enabled
on the Advanced menu
Prohibit adding and removing components for a LAN or  Enabled
remote access connection
Prohibit changing properties of a private remote access ~ Enabled
connection
Prohibit connecting and disconnecting a remote access Enabled
connection
Prohibit deletion of remote access connections Enabled
Prohibit Enabling/Disabling components of a LAN Enabled
connection
Prohibit renaming private remote access connections Enabled
Prohibit TCP/IP advanced configuration Enabled
Prohibit viewing of status for an active connection Enabled
Turn off notifications when a connection has only limited Enabled
or no connectivity
Network/Offline Files
Policy Setting Comment
Remove "Work offline" command Enabled

Network/Windows Connect Now




Policy Setting Comment

Prohibit access of the Windows Connect Now wizards Enabled

Start Menu and Taskbar

Policy Setting Comment
Add Logoff to the Start Menu Disabled
Add Search Internet link to Start Menu Disabled
Add the Run command to the Start Menu Disabled
Do not search communications Enabled
Do not search for files Enabled
Do not search Internet Enabled
Do not search programs and Control Panel items Enabled

Do not use the search-based method when resolving shell Enabled
shortcuts
Do not use the tracking-based method when resolving Enabled

shell shortcuts

Lock all taskbar settings Enabled
Prevent changes to Taskbar and Start Menu Settings Enabled
Prevent users from adding or removing toolbars Enabled

Prevent users from uninstalling applications from Start Enabled
Remove access to the context menus for the taskbar Enabled
Remove and prevent access to the Shut Down, Restart, Enabled

Sleep, and Hibernate commands

Remove Default Programs link from the Start menu. Enabled
Remove Downloads link from Start Menu Enabled
Remove drag-and-drop and context menus on the Start Enabled
Menu

Remove Games link from Start Menu Enabled
Remove Help menu from Start Menu Enabled
Remove Homegroup link from Start Menu Enabled
Remove links and access to Windows Update Enabled
Remove Music icon from Start Menu Enabled
Remove Network Connections from Start Menu Enabled
Remove Network icon from Start Menu Enabled
Remove Pictures icon from Start Menu Enabled
Remove programs on Settings menu Enabled
Remove Recorded TV link from Start Menu Enabled
Remove Run menu from Start Menu Enabled
Remove Search Computer link Enabled
Remove Search link from Start Menu Enabled

Remove See More Results / Search Everywhere link Enabled
Remove the "Undock PC" button from the Start Menu Enabled

Remove the Action Center icon Enabled
Remove the networking icon Enabled
Remove the volume control icon Enabled
Remove Videos link from Start Menu Enabled
Show "Run as different user" command on Start Disabled
Turn off all balloon notifications Enabled
Turn off feature advertisement balloon notifications Enabled
Turn off notification area cleanup Enabled

Start Menu and Taskbar/Notifications

Policy Setting Comment
Turn off notifications network usage Enabled
Turn off tile notifications Enabled
Turn off toast notifications Enabled
Turn off toast notifications on the lock screen Enabled

Windows Components/File Explorer

Policy Setting Comment




Allow only per user or approved shell extensions Enabled
Display the menu bar in File Explorer Disabled
Do not allow Folder Options to be opened from the Enabled
Options button on the View tab of the ribbon

Do not display the Welcome Center at user logon Enabled
Do not request alternate credentials Enabled
Hide these specified drives in My Computer Enabled

Pick one of the following combinations Restrict A, B and C drives only
Policy Setting Comment
Hides the Manage item on the File Explorer context Enabled
menu
No Computers Near Me in Network Locations Enabled
No Entire Network in Network Locations Enabled
Prevent access to drives from My Computer Enabled

Pick one of the following combinations Restrict A, B and C drives only
Policy Setting Comment
Remove "Map Network Drive" and "Disconnect Enabled

Network Drive"

Remove CD Burning features Enabled
Remove DFS tab Enabled
Remove File Explorer's default context menu Enabled
Remove File menu from File Explorer Enabled
Remove Hardware tab Enabled
Remove Search button from File Explorer Enabled
Remove Security tab Enabled
Remove Shared Documents from My Computer Enabled
Remove the Search the Internet "Search again" link Enabled
Turn off display of recent search entries in the File Enabled

Explorer search box
Turn off shell protocol protected mode Disabled
Turn off Windows+X hotkeys Enabled

Windows Components/File Explorer/Common Open File Dialog

Policy Setting Comment
Hide the common dialog back button Enabled
Hide the common dialog places bar Enabled
Hide the dropdown list of recent files Enabled

Windows Components/File Explorer/Explorer Frame Pane

Policy Setting Comment
Turn off Preview Pane Enabled
Turn on or off details pane Enabled

Configure details pane Always hide

‘Windows Components/File Explorer/Previous Versions

Policy Setting Comment
Hide previous versions list for local files Enabled
Hide previous versions list for remote files Enabled
Hide previous versions of files on backup location Enabled
Prevent restoring local previous versions Enabled
Prevent restoring previous versions from backups Enabled

Prevent restoring remote previous versions Enabled




XD7 CC - User - System settings
Data collected on: 08/01/2015 09:47:01

General

Domain cc.local

Owner CC\Domain Admins

Created 10/12/2014 13:30:26

Modified 10/12/2014 14:37:16

User Revisions 1(AD), 1 (SYSVOL)

Computer Revisions 1(AD), 1 (SYSVOL)

Unique ID {BDCDFCE7-421D-4A62-9429-70565F2AF41E }
GPO Status Enabled

Location Enforced Link Status

Common Criteria Users No Enabled

This list only includes links in the domain of the GPO.

Path

cc.local/Common Criteria Us

The settings in this GPO can only apply to the following groups, users, and computers:

Name
NT AUTHORITY\Authenticated Users

These groups and users have the specified permission for this GPO

Name Allowed Permissions

CC\Domain Admins Edit settings, delete, modify security
CC\Enterprise Admins Edit settings, delete, modify security
NT AUTHORITY \Authenticated Users Read (from Security Filtering)

NT AUTHORITY\ENTERPRISE DOMAIN Read

CONTROLLERS

NT AUTHORITY\SYSTEM Edit settings, delete, modify security

Inherited

Computer Configuration (Enabled)

No settings defined.

User Configuration (Enabled)

Policy definitions (ADMX files) retrieved from the local computer.

System
Policy Setting Comment
Do not display the Getting Started welcome screen at Enabled
logon
Don't run specified Windows applications Enabled
List of disallowed applications
powershell.exe
PowerShell ISE.exe
mstsc.exe
Policy Setting Comment
Download missing COM components Disabled



Prevent access to registry editing tools

Enabled

Disable regedit from running silently? Yes
Policy Setting Comment
Prevent access to the command prompt Enabled
Disable the command prompt script processing also? No
System/Ctrl+Alt+Del Options
Policy Setting Comment
Remove Task Manager Enabled
System/Logon
Policy Setting Comment
Do not process the legacy run list Enabled
Do not process the run once list Enabled




